March 18, 2020

Defending Against COVID-19 Cyber Scams

OCR is sharing the following update with our listserv from the Cybersecurity and Infrastructure
Security Agency (CISA) at the U.S. Department of Homeland Security, warning individuals to remain
vigilant for scams related to Coronavirus Disease 2019 (COVID-19).
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National Cyber Awareness System:

Defending Against COVID-19 Cyber Scams

The Cybersecurity and Infrastructure Security Agency (CISA) warns individuals to remain vigilant for scams
related to Coronavirus Disease 2019 (COVID-19). Cyber actors may send emails with malicious attachments
or links to fraudulent websites to trick victims into revealing sensitive information or donating to fraudulent
charities or causes. Exercise caution in handling any email with a COVID-19-related subject line,
attachment, or hyperlink, and be wary of social media pleas, texts, or calls related to COVID-19.

CISA encourages individuals to remain vigilant and take the following precautions.

e Avoid clicking on links in unsolicited emails and be wary of email attachments. See Using Caution
with Email Attachments and Avoiding Social Engineering and Phishing Scams for more information.

o Use trusted sources—such as legitimate, government websites—for up-to-date, fact-based
information about COVID-19.

e Do not reveal personal or financial information in email, and do not respond to email solicitations for
this information.

o Verify a charity’s authenticity before making donations. Review the Federal Trade Commission’s
page on Charity Scams for more information.

e Review CISA Insights on Risk Management for COVID-19 for more information.
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This email is being sent to you from the OCR-Privacy-List listserv, operated by the Office for Civil Rights (OCR) in
the US Department of Health and Human Services. This is an announce-only list, a resource to distribute information
about the HIPAA Privacy and Security Rules. For additional information on a wide range of topics about the Privacy and
Security Rules, please visit the OCR Privacy website at http://www.hhs.gov/ocr/privacy/index.html. You can also call the
OCR Privacy toll-free phone line at (866) 627-7748. Information about OCR's civil rights authorities and responsibilities
can be found on the OCR home page at http://www.hhs.gov/ocr/office/index.html. If you believe that a person or
organization covered by the Privacy and Security Rules (a "covered entity") violated your health information privacy rights
or otherwise violated the Privacy or Security Rules, you may file a complaint with OCR. For additional information about
how to file a complaint, visit OCR's web page on filing complaints at
http://www.hhs.gov/ocr/privacy/hipaa/complaints/index.html. To subscribe to or unsubscribe from the list serv, go to
https://list.nih.gov/cgi-bin/wa.exe?SUBED1=0CR-PRIVACY-LIST&A=1.




